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Agenda

About Prolifics

Security Incidents in 2007

MQ Security Strategy and Tactics
–Automated Security Monitoring
–External Defense
–Zone Defense
–Security Best Practices (MQ Risk Review group)

MQ Security Practices - That Stand the Test of Time 

Summary

MQ Support Pacs and Links  - email  mqsecurity@prolifics.com
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Prolifics As Your Technology Partner

– Partner to deliver high-value, total 
solutions

– Translating business requirements to 
technology solutions

– Industry leader in Portal and SOA solutions

– Methodologies to leverage current IT 
investments

– Analyst-measured 96% success rate
deploying systems on-time, on-budget and 
to-specification

– Highly skilled, well-rounded consultants

– Ability to react to customer requirements in 
a timely and flexible manner

– Cost effective pricing options based on 
objectives and budget Servicing Customers Around the World

Over 30 years of solving business problems with technology solutions
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Prolifics and IBM Strategic Relationship

Prolifics Specializing in…
SOA and Process 
Integration

Portal and Workplace 
Solutions

Tivoli Security for Web, 
Portal and Enterprise 
Applications

Managing WebSphere and 
Portal Applications with 
ITCAM

Information Management

WebSphere Migrations and 
upgrades

Partnering with IBM --- bringing vision and 
market leadership

Providing solutions on a solid foundation of 
best-of-breed products from IBM

Prolifics is a Premier IBM Business Partner

Access to IBM resources, labs and early 
technology releases

Prolifics helps you select the solution that best 
fits your needs by providing guidance and 
advisement
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Prolifics is Award Winning

2008 Winner of IBM Award for Overall 
Technical Excellence

2008 Winner of IBM Award for Outstanding
WebSphere SOA Solution

2007 Winner of IBM Award for Overall Technical Excellence 

2007 Winner of IBM IMPACT SOA Process Solution Award

2006 Winner of IBM Lotus Award for Best Portal Solution

2005 Winner of Five-Star Partner Award 
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Security Incidents in 2007

Recent Issues:

– Société Générale lost 4.9 billion euros 
(7 billion dollars)
– Early detection of the problem could 

have saved billions
– Security Incidents and Accidents were 

a major issue in  2007 

Today’s Topic:
– Strategies and Tactics to help MQ 

Security stand the test of time
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“Strategy without tactics is the slowest route to victory. 
Tactics without strategy is the noise before defeat”

Sun Tzu “The Art of War”

Common MQ Security Tactics
– Channel Security: SSL and/or BlockIP2 (MQ Exits),               

MCAUSER, Removing system/default channels, etc.

– Queue Security: OAM, MQ ESE

MQ Security Strategies
– Minimizing MQ downtime?
– MQ High Availability? 
– Automated MQ health monitoring

MQ Security Strategy and Tactics
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Automated Security Monitoring

An automated script compares the 
Current vs. Baseline System
– Gives an early warning of changes 

made to the system
– The -1 argument to saveqmgr
– Skips information that changes at 

runtime (i.e. curdepth)
– Information about each queue or 

channel on 1 line
– Quick detection of accidental changes

Tactic: 
The saveqmgr support pac lets you 
take and compare snapshots of:

– Baseline system
– Current system

./saveqmgr.exe -1 -o -m A -F A.MQconfig
-Z A.MQpermissions

SAVEQMGR V6.0.3
Compiled for Websphere MQ V6.0 on Aug 22 2006
Requesting attributes of the queue manager...
Writing Queue Manager definition to A.MQconfig.
Generating attributes for Websphere MQ Release 
6.0.0
Writing AuthInfo definitions to A.MQconfig.
Writing Queue definitions to A.MQconfig.
Writing Channel definitions to A.MQconfig.
Writing Process definitions to A.MQconfig.
Writing Namelist definitions to A.MQconfig.
Writing Listener definitions to A.MQconfig.
Writing Service definitions to A.MQconfig.
Writing OAM definitions to A.MQpermissions.
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Automated Security Monitoring

Saveqmgr validates security compliance 
conditions
– System/Default Channels deactivated?

– Channels protected by

– SSL?
– BlockIP2 (or other MQ exit)?
– MCAUSER, etc.?

– Restricted access to Transmission queues?

– Non-mqm groups able to access user queue?
Run validation script every time:
– A queue manager starts / stops

– A change is made to the queue manager
Early detection can:
– Reduce cost

– Severity of problems

DEFINE
CHANNEL('SYSTEM.ADMIN.SVRCONN')+
CHLTYPE(SVRCONN) +
TRPTYPE(TCP) +
MAXMSGL(4194304) +
MCAUSER('MUSR_MQADMIN') +
RCVDATA(' ') +
RCVEXIT(' ') +
SCYDATA(' ') +
SCYEXIT(' ') +
SENDDATA(' ') +
SENDEXIT(' ') +
SSLCAUTH(REQUIRED) +
SSLCIPH(' ') +
SSLPEER(' ') +
KAINT(AUTO) +
MONCHL(QMGR) +
REPLACE
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External Defense: A Multi-Layered Security 
Strategy

What is the security equivalent of High Availability?
– In the above diagram, the outer layer of defense can protect an inner 

system that has temporarily become vulnerable.

– The attacker needs to break through the hardened outer system before 
reaching an inner system.

Secure Gateway 
Queue Manager

QM1 QM2 QM3
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A metaphor for Layered Defense Metaphor: 
– The guards on the main floor (outer defense) restrict access into the building.

– A badge reader (inner defense) is more selective & controls access to inner systems.

– Even if a floor’s badge reader breaks:
– Unauthorized personnel can’t enter the building, & can’t get to the vulnerable floor.

A hardened gateway queue manager is the first line of defense
– All external message traffic should pass through here

– Remote queue definitions (plus security precautions OAM, SSL etc) can restrict 
external message traffic to authorized queues on internal queue managers)
– Message level firewall

– Deny connection information to outside systems 
– (IP address of inner systems, ports, channel names, …)

External Defense: A Multi-Layered Security 
Strategy
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External Defense

How much time and resources, do you have allocated for security?
– How is it divided up among all your queue managers?

Gateway queue managers enable more efficient targeting of resources.
– Gateway queue managers are configured for heightened security.

– Adding that extra security to all queue managers would be inefficient and impractical.
– This queue manager needs the most careful auditing and the most stringent 

administration controls. This level of auditing and control would be impractical if used 
for every queue manager.

This technique works well with automated security monitoring.
– Strategy: Find/Fix vulnerabilities before an 

attacker can exploit them.
– Find vulnerabilities faster with automated 

security monitoring
– Delay the exploitation of a security vulnerability 

with a gateway QM
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Zone defense (block traffic between production and non-production)
– Accidents have occasionally caused traffic between production systems and non-production systems 

(development, QA, DR)

Metaphors
– Controlling radio transmission in a blast zone

– Quarantine Zones in a hospital

How have you isolated production and non-production systems?
– Non-production systems are more vulnerable than production systems

– Non-production systems have more changes, less monitoring and fewer security precautions

Do you use:
– Separate subnets and/or firewall / routers for isolation?

– SSL certificates/naming-conventions that prevent traffic between production and non-production 
systems?

– BlockIP2? MQ Extended Security Edition? Other MQ Exits?

Do you use MQ Client in production?
– How do you prevent development from accidentally connecting?

How do you handle security with Staging and DR systems

Zone Defense 
(Internal Defense / Accident Prevention)
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Security Best Practices: MQ Risk Review Group

Systems keep growing and need periodic review
– New applications are added

– New fields have stronger security requirements
– Social Security Numbers, Credit Card information

– New security standards are mandated (HIPPA, etc.)

An MQ Risk Review Group should analyze new applications and scenarios
– Does the new application require/warrant extra security?

– A proactive approach to identifying and remediating risks

This group should be a central point for MQ Risk analysis
– Collect and analyze authorization event reports & incident reports

Must meet on both a regularly scheduled and 
an as needed basis

– New scenarios that require analysis

– New mandates, new regulations, new technology

– Expansion (new locations)

– Incident analysis

– Mentoring/Knowledge transfer
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Time is a key element of security strategies
– Find/Fix vulnerabilities before:

– an attacker can exploit them
– an accident happens

– Find vulnerabilities faster with automated security monitoring

– Delay the exploitation of a security vulnerability with a gateway queue manager
– Combining gateway QMs (layered defense) and 

automated security monitoring increase the odds 
that an attack will be detected before it succeeds

– Decrease accidents with a zone defense
– Prevent accidental traffic from reaching production

– Keep defenses up to date with an MQ Risk 
Review Group

MQ Security Practices 
That Stand the Test of Time
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MQ Support Pacs and Links
Keep MQ Fix Pacs up to date:

– http://www-1.ibm.com/support/docview.wss?rs=171&uid=swg27006037

Save Queue Manager Support Pac
– http://www-1.ibm.com/support/docview.wss?rs=171&q1=mA1J&uid=swg24000673

SSL Check support Pac (Great time saver)
– http://www-1.ibm.com/support/docview.wss?rs=171&uid=swg24014179

BlockIP2
– http://www.mrmq.dk/index.htm?BlockIP2.ht

MQ Listserver
– MQSERIES@LISTSERV.MEDUNIWIEN.AC.AT

Email - mqsecurity@prolifics.com

https://mail.prolifics.com/exchange/aj/Inbox/Re: Overlapping MQSeries clusters-9.EML/?cmd=editrecipient&Index=0
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Hear Prolifics Present at the following IBM Sessions
Monday, April 7
12:30 – 1:30 pm

WebSphere MQ Enterprise Security: A Series of
Defenses to Withstand the Test of Time

Session# 2726A
Room 113

Wednesday, April 9
4:45 – 6:00 pm

End-to-End Enterprise SOA Implementation
Session# 2290A

Room 116

Thursday, April 10
10:30 am – 11:45 am

Defining a WebSphere Enterprise Service Bus
SOA Approach to Enterprise Application Integration

Session# 2291A
Room 115

4:45 pm – 6:00 pm
Case Study: Ensuring Service Availability and
Scalability by Monitoring your SOA Solution

Session# 2691A
Room 124
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Monday, April 7
10:30 am

Optimizing Order Management in an EDI World

12:30 pm
Making SOA a Reality for the 

Insurance Sector

1:30 pm
Showcasing the Prolifics 2008 
Award-Winning SOA Solution

Tuesday, April 8
12:00 pm

Solution Center Theater Presentation
Prolifics Presents:

“Smart-aleck SOA” – a Comedy Show

Wednesday, April 9
10:15 am

Automating Your SOA Software
Development Lifecycle

1:00 pm
Getting PCI Compliant with SOA

15-minute interactive discussions showcasing 
real-world experiences with customers across different industries

Join Prolifics at our Booth for
SOA Smart Talks
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Questions & Answers
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